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****************** START CHANGE ***************
[bookmark: _Toc75441016][bookmark: _Toc36188014][bookmark: _Toc45183919][bookmark: _Toc47342761][bookmark: _Toc51769462][bookmark: _Toc75440885][bookmark: _Toc75441010][bookmark: _Toc68015305]5.39	Remote provisioning of credentials for NSSAA or secondary authentication/authorization
[bookmark: _Toc75441017]5.39.1	General
The UE and the HPLMN may provide functionalities to provision or update the credentials used for NSSAA or credentials for secondary authentication/authorization to the UE. The provisioning via UE Parameters Update procedure as defined in clause 4.20 of TS 23.502 [3] and via User Plane are both supported.
Editor's note:	It is FFS whether and how the credentials can be sent from a provisioning server (e.g. using an AF) to the UDM and whether NEF is needed.
For User Plane provisioning, the UE establishes a PDU session that is used for remote provisioning, e.g. by using DNN(s)/S-NSSAI(s) which can access the provisioning server. If the SMF is configured with the PVS address(es) of provisioning server and/or PVS FQDN, the SMF shall send the address of the provisioning server per DNN/S-NSSAI to the UE via PCO during PDU Session establishment procedure. Alternatively, the UE may be configured with an address of a provisioning server or the provisioning server may subscribe for UE Reachability Notification and may use the Application Triggering procedure as specified in TS 23.502 [3] to trigger the UE to initiate the setup of connection for remote provisioning.
5.39.X1	Configuration for the UE 
In order to enable UP Remote Provisioning of credentials for NSSAA or secondary authentication/authorization, UE Configuration Data for UP Remote Provisioning are either pre-configured on the UE or provided by the network. UE Configuration Data for UP Remote Provisioning provided by the network take precedence over corresponding configuration data stored in the UE.
UE Configuration Data for UP Remote Provisioning consist of PVS IP address and/or PVS FQDN. Since credentials for NSSAA or secondary authentication/authorization are associated with dedicated DNN(s) and/or S-NSSAI(s), the PVS IP address or PVS FQDN are also associated with dedicated DNN(s) and/or S-NSSAI(s).
If the UE does not have any PVS IP address or PVS FQDN after the establishment the restricted PDU Session used for UP remote provisioning, the UE may construct an FQDN for PVS discovery as defined in TS 23.003 [19].
The UE Configuration Data for UP Remote Provisioning may be stored in the ME.
The UE Configuration Data for UP Remote Provisioning (i.e. PVS IP address or PVS FQDN) associated with dedicated DNN(s) and/or S-NSSAI(s) may be locally configured in the SMF and may be provided to the UE during the establishment of the PDU Session used for UP Remote Provisioning as part of Protocol Configuration Options (PCO) in the PDU Session Establishment Response.
5.39.X2	Remote Provisioning of UEs
5.39.X2.1 General
Credentials for NSSAA or secondary authentication/authorization are associated with dedicated DNN(s) and/or S-NSSAI(s) and it can be provisioned by a network using PDU Session used for remote provisioning or using control plane signalling.
The UE Subscription data should contain the DNN(s)/S-NSSAI(s), of which credentials can be provisioned by the network.
5.39.X2.2	User Plane Remote Provisioning of UEs
When the UE doesn't have the credentials for NSSAA or secondary authentication/authorization for a DNN and/or an S-NSSAI and intends to access the DNN and/or the S-NSSAI, the UE triggers the PDU session setup with the DNN and/or the S-NSSAI.
The AMF selects an SMF used for remote provisioning using the SMF discovery and selection functionality as described in clause 6.3.2, considering the DNN/S-NSSAI of the PDU session requested by the UE.
The UPF selection function described in clause 6.3.3 is applied, considering the DNN/S-NSSAI of the PDU session requested by the UE.
The SMF may be configured with one or more PVS FQDN and/or PVS IP address(es) per DNN/S-NSSAI. The SMF may send the PVS FQDN and/or PVS IP address(es) associated to the DNN/S-NSSAI of the PDU Session to the UE as part of Protocol Configuration Options (PCO) in the PDU Session Establishment Response.
5.39.X2.3	Control Plane Remote Provisioning of UEs
Optionally, the UDR can be preconfigured with the DNN(s)/S-NSSAI(s) associated credentials for NSSAA or secondary authentication/authorization.
The UDM of the network should provide DNN(s)/S-NSSAI(s) associated credentials for NSSAA or secondary authentication/authorization to the UE via UCU procedure, if it is available.
****************** END CHANGES ***************


